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WEB APPLICATION SCANNING

DataEye Consulting is testing web 
application vulnerabilities such as those in 
the OWASP Top 10 and WASC-TC, 
including "SQL injection", "cross-site 
s c r i p t i n g " a n d " w e b s i t e 
misconfigurations".

AUTHENTICATED SCANNING

Given only a user name and password, 
the web crawler automatically identifies 
HTML form login page(s), and monitors 
t he sess ion s t a te t o ensu re an 
authenticated scan remains authenticated 
throughout the crawl.

ANALYZE THREATS 

DataEye Consulting provides a detailed 
description for each vulnerability that 
i n c l u d e s : t h e s e c u r i t y t h r e a t , 
consequences if the vulnerability is 
exploited, and the recommended solution 
to fix the vulnerability, including links to 
the appropriate patches.

MANAGE AND ELIMINATE 
VULNERABILITIES

DataEye Consulting also provides an 
array of remediation reports providing 
security managers with a current 
snapshot on remediation status and 
progress.

POWERFULL REPORTING

Intuitive and easy-to-read reports provide 
both executive-level summaries and 
detailed technical analysis.

DISCOVER NETWORK ENVIRONMENT

Discover al l network devices and 
applications, including desktops, servers, 
operating systems, applications, routers, 
firewalls, PDAs, wireless devices, as well 
as many other network elements.

MANAGE NETWORK ASSETS

Define your "mission critical" assets by 
their importance to your business 
operations using a 5 tier rating system 
from Low to Critical.

IDENTIFY NETWORK SECURITY 
VULNERABILITIES

The external and internal scanners safely 
a n d a c c u r a t e l y d e t e c t s e c u r i t y 
vulnerabilities across your entire network.

KEY BENEFITS & FEATURES
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DATAEYE 
SERVICES

Vulnerability Assessment

Evaluate the network 

complexity and determine 

the exact scope of work. 

Perform vulnerability 

scanning and create 

appropriate technical 

reports.

Create a high level network 

design architecture report.

Consulting services for 

vulnerability remediation.

Perform vulnerability 

scanning to confirm the 

remediation.

Create appropriate 

technical and executive 

reports. 

Web Application Scanning

Identify the application 

dependencies and all the 

s y s t e m s i n v o l v e d i n 

application delivery.

P e r f o r m A p p l i c a t i o n 

Vulnerability scanning  and 

generate reports.

C o n fi r m i d e n t i fi e d 

vulnerabilities and their 

impact .

DATAEYE VULNERABILITY ASSESSMENT

Benefits:

 

• Accurate and always up-to-date vulnerability audits.

• Trusted, unbiased third-party  security auditing and compliance 

reporting meets industry and regulatory compliance requirements.

• Discover all assets across the entire network.

• Comprehensive Reporting.

• Remediation methods including patch paths

• Requires no software to install, update or maintain.

• Cost efficient with no hidden costs across the entire network.

• Lower and Predictable TCO. On demand SaaS  technology offers 

significant economic advantages with no capital expenditures, 

extra human resources or infrastructure to deploy and manage.

• Secure, with complete end-to-end data encryption.

WHAT IS AT RISK?

 COMPANY DATA AND RESOURCES

 CLIENT PERSONAL DATA FROM YOUR DATABASE 

  THE COMPANY IMAGE

  MONEY! AN INTRUDER CAN CHANGE THE PRICE FOR PRODUCTS AND 
SERVICES IN YOUR DATABASE

  YOUR BUSINESS MIGHT BE AT RISK
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STATISTICS

 GIVEN TIME, RESOURCES, AND 
MOTIVATION, A CRACKER CAN 
BREAK INTO NEARLY ANY SYSTEM. 

 A L L O F T H E S E C U R I T Y 
PROCEDURES AND TECHNOLOGIES 
CURRENTLY AVAILABLE CANNOT 
GUARANTEE THAT ANY SYSTEMS 
ARE SAFE FROM INTRUSION.

  37% OF WORKERS SAY THEY 
SURF THE WEB CONSTANTLY AT 
WORK

  63% OF COMPANIES MONITOR 
WORKERS' INTERNET CONNECTIONS 
AND 47% STORE AND REVIEW 
EMPLOYEE E-MAIL

  27% OF COMPANIES SAY THAT 
THEY'VE FIRED EMPLOYEES FOR 
MISUSE OF OFFICE E-MAIL OR 
INTERNET CONNECTIONS, AND 65% 
R E P O RT S O M E D I S C I P L I N A RY 
MEASURE FOR THOSE OFFENSES.

  30 TO 40% OF INTERNET 
ACCESS IS SPENT ON NON WORK 
R E L AT E D B R O W S I N G , A N D A 
STAGGERING 60% OF ALL ONLINE 
PURCHASES ARE MADE DURING 
WORKING HOURS

 THE AVERAGE FRAUD INFLICTS 
A LOSS OF ABOUT $110,000 PER 
CORPORATE/ORGANIZATION VICTIM, 
AND $15,000 TO EACH INDIVIDUAL 
VICTIM.

 AROUND 80% OF COMPUTER 
C R I M E I S C O M M I T T E D B Y 
"INSIDERS". THEY MANAGE TO STEAL 
$100 MILLION BY SOME ESTIMATES; 
$1 BILLION BY OTHERS.

DATAEYE VULNERABILITY ASSESSMENT

Network auditing and vulnerability management across the 

enterprise, including network discovery and mapping, asset 

prioritization, vulnerability assessment reporting  and remediation 

tracking according to business risk.

DataEye Consulting Vulnerability  Assessment Services enables small 

to large organizations to effectively manage their vulnerabilities and 

maintain control over their network security with centralized reports, 

verified remedies, and full remediation workflow capabilities

  

Vulnerability Assessment Services reduces security managers' time 

researching, scanning and fixing network exposures and enables 

companies to eliminate network vulnerabilities before they can be 

exploited.

DATAEYE WEB APPLICATION SCANNING

Web Application Scanning enables organizations to assess, track and 

remediate web application vulnerabilities. Delivered on demand, the 

new service allows users to:

• Crawl web applications

• Identify cross-site scripting and SQL injection vulnerabilities

• Detect sensitive content in HTML based on user settings

• Conduct authenticated and non-authenticated scanning

DataEye Consulting is testing web application vulnerabilities such as 

those in the OWASP Top 10 and WASC-TC, including "SQL 

injection", "cross-site scripting" and "web site misconfigurations".

DataEye Consulting does expression searches for content in HTML, 

such as social security numbers, credit cards as well as custom 

strings.

      

http://www.dataeye.ro
http://www.dataeye.ro

